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Examples of functions with ill-specified contracts

int add_one(int pl) {
return pl + 13

}

int answer = add_one(INT_MAX);

answer == 77

[DISTRIBUTION STATEMENT A] This material has been approved for
© 2024 Carnegie Mellon University public release and unlimited distribution.



Examples of functions with ill-specified contracts

int add_one(int pl) {
return pl + 13

}

int answer = add_one(INT_MAX);

alnswelr == -
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Examples of functions with ill-specified contracts

function add_one(pl) {
return pl +

}

b

int answer = add_one("5");

answer == ?77
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Examples of functions with ill-specified contracts

function add_one(pl) {
return pl +

+

J

int answer add_one("5");

answer
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Application Programming Interface (API)

“A set of functionalities independent of their implementation, allowing the
implementation to vary without compromising the users of the component.” —
Joshua Bloch

A way to decouple what code can do for a user from how the code does it.
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With abstraction comes a “mental” model and ambiguity

“All models are wrong” — George Box
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Contracts in Computer Science

“A contract is a formal interface specification for a software
component such as a function or a class” — C++ SG21
(Contracts) Document P2900R3

When a piece of code executes it will change the state of { X+1=42 }
the computer system. y=x+1
{y=42}

For a precondition P, postcondition Q and command C it
can be said that if P is true and C is executed then Q will
be true (if C terminates).
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Contracts: Conditions and Invariants

preconditions

Contracts typically consist of:
» A set of preconditions that must be true T s
« A set of post conditions the function guarantees /X\/Z
. software
will be true component
« A set of invariants that the function will not

side effects |:||:|
change

postconditions

\L L/

output values
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Narrow and Wide Contracts

“Wide” contracts have no pre-conditions
“Narrow” contracts have (sometimes many) preconditions

Example: std::vector::size()
« Wide

* No-throw guarantee
Example: std::vector::at()

« Narrow

« May throw and exception
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Contract Programming and Security

Research'?? has shown that bad APls are bad for security
* Incorrect usage of security functions

« Assumed or implied preconditions or post conditions

* Invariants that are not

Don’t trust that developers will read your documentation
« Your documentation may not serve their learning style*
« They might read it, but are likely to go to stack overflow too®

1 https://dl.acm.org/doi/10.1145/2508859.2516655

2 https://www.usenix.org/system/files/sec20-tang.pdf

3 https://dl.acm.org/doi/10.1145/2896587

4 https://journals.sagepub.com/doi/10.1177/0047281617721853

5 https://survey.stackoverflow.co/2023/#learning-to-code-learn-code

[DISTRIBUTION STATEMENT A] This material has been approved for
© 2024 Carnegie Mellon University public release and unlimited distribution.


https://dl.acm.org/doi/10.1145/2508859.2516655
https://www.usenix.org/system/files/sec20-tang.pdf
https://dl.acm.org/doi/10.1145/2896587
https://journals.sagepub.com/doi/10.1177/0047281617721853
https://survey.stackoverflow.co/2023/#learning-to-code-learn-code

APIs and CWEs

There are many Common Weakness Enumerations pertaining to APls

Implementing:

« CWE 1059 - “The product does not contain sufficient technical or engineering
documentation”

« CWE 628 — “The product calls a function, procedure, or routine with arguments
that are not correctly specified”

Consuming:

« CWE 648 — “The product does not conform to the API requirements for a function
call that requires extra privileges”

« CWE 475 - “The behavior of this function is undefined unless its control
parameter is set to a specific value”
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Security Example: Heartbleed

000

int dtlsl _process_heartbeat(SSL* s) {
unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned int payload; unsigned int padding =
hbtype = *p++;
n2s(p, payload);
pl = p;

if (hbtype == TLS1_HB_REQUEST) {
unsigned char *buffer, *bp; int r;
buffer = OPENSSL_malloc(1l + + payload + padding);
bp = buffer;
s2n(payload, bp);
memcpy(bp, pl, payload);
bp += payload;
RAND_pseudo_bytes(bp, padding);
OPENSSL_free(buffer);
r = ssl3_write_bytes(s, TLS1 RT_HEARTBEAT, buffer,

© 2024 Carnegie Mellon University

000

St EUEER
HeartbeatMessageType type;
uintl6 payload_length;
opaque payload[HeartbeatMessage.payload_length];
opaque padding[padding_length];
} HeartbeatMessage;

Assumptions: (1) pl is valid and points to the
beginning of the payload, (2) the size of the payload
should be the same as the value in the payload
length field

+ payload + padding); }
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Security Example: Heartbleed

Would a contract have solved the issue? Maybe

struct 1

}

int dtlsl_process_heartbeat(SSL* s) {
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Getting Started

Existing codebases
« Start with comments about assumptions, preconditions and post conditions
« Enforcement through gradual typing if the language allows

Green field projects
* OpenAPI with definitions of parameters, responses and schemas
« Libraries like Guava (Java) and Preconditions in the Kotlin stdlib

Coming soon:
« Language support for contracts is expected in C++26 (maybe)
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Levels of Contract Formality

Comments

Documentation

Add event
get_sync_config(pythonify=False) [source] || oo
Get the sync server config. WARNING: This method only works if the user call- "
ing it is a sync user I
Parameters: pythonify (bool) — Returns a PyMISP Object instead of the e anaiysis
plain json output
Return type: dict[str, Any] | MISPServer

ApiKeyAuth

MA:  applicationfjson

string (Organisationld) <= 10 characters  Ad+$

string (DistributionLevelld)
Enum: "0" 1" "2 "3"  "4"  "s"

Who will be able to see this event once it becomes published and eventually when it becomes
pulled:

« 0 - Your organization only
- This community only

- Connected communities
- All communities

- Sharing group

- Inherit Event

string (Eventinfo) <= 65535 characters

string (Organisationld) <= 10 characters Mds$

string <uuid> (UUID) <= 36 characters

string

boolean (PublishedFlag)
Default: false

string (AnalysisLevelld)
Enum: "0" "1 "2
Represents the analysis maturity level.
« 0 -lInitial
+ 1 -Ongoing
« 2 -Complete

© 2024 Carnegie Mellon University

POST /events/add

Request samples

Payload

Content type
application/json

Expand al

Response samples

Content type
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Levels of Contract Formality

Compile
Time
Assertions

Run time
Assertions

int add_one(int pl) { o
assert( pl < INT_MAX ) void odd_func(){

static_assert(sizeof(long) == 8, This code relies on 'long' being exactly bytes");

return pl + 1; }

}

int answer = add_one(INT_MAX);
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Closing Thoughts

* APIs are useful and pervasive.

» Contracts help build better APIs

« Poorly defined APls are a security risk

« The formality of an APl Contract is flexible
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